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ABSTRACT: 

A system, method and computer program product are provided for adaptive priority 
data filtering. Data is collected from a network segment and classified into 
multiple flows. The flows are prioritized into high and low priority flows. High 
priority flows are stored in a high priority queue prior to processing, while low 
priority flows are stored in a low priority queue prior to processing. An amount of 
data in the high priority flows is monitored. Buffers from the low priority queue 
are reallocated to the high priority queue if the amount of data in the high 
priority flows surpasses a predetermined threshold. 
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ABSTRACT: 

A metliod providing service assurance for a networJc to maintain an agreed upon 
Quality of Service. First, an alarm is generated to indicate a status of a network. 
The generation of the alarm comprises selecting a parameter of network to be 
monitored; determining a triggering level of the parameter; monitoring the 
parameter of an occurrence of the triggering level; and initiating alarm 
notification upon the monitored occurrence of the triggering level. Network event 
information is then dispatched upon generation of the alarm and is subsequently 
mapped. The data collected on the status of the network is then manipulated by 
concatenating the data collected on a network into a master file; reformatting the 
data into a standarized format; translating the data to key codes; sorting the data 
according to predetermined criteria; and concatenating the sorted data together. 
The data is then sorted in a database. Thereafter, network availability is conveyed 
graphically. 

12 Claims, 39 Drawing figures 
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Butterfield^ ''System Performance Monitor/2 Reference, " International Business 
Machines Corporation (1991) . 

ART-UNIT: 2152 

PRIMTU^Y-EXAMINER: Geckil; Mehmet B. 
ASSISTANT-EXAMINER: Prieto; Beatriz 

ATTY -AGENT- FIRM: Myers, Bigel, Sibley & Sajovec, P. A. 
ABSTRACT : 

Communications network performance is tested utilizing a test scenario simulating 
actual communications traffic on the network to be tested. The test scenario 
includes an endpoint node specific test protocol between an endpoint node pair 
including a first and associated second endpoint node on the network to be tested, 
A partner endpoint node test protocol is determined from the endpoint node specific 
test protocol and communicated to from the first endpoint node to the associated 
second endpoint node of the endpoint node pair. A plurality of endpoint node pairs 
may executed different endpoint node specific test protocols under a test scenario. 
A console node is provided on the network for establishing the test scenario and 
assigning the test scenario to endpoint node pairs and initiating execution of the 
test scenario. Performance data may be monitored at one of the endpoint nodes of 
each endpoint node pair and reported to the console node either as it is generated 
or after completion of the test. The test scenario may be terminated when any one 
endpoint node pair completes execution of its test protocol. Multiple network 
protocols may be utilized within a single test scenario. Each endpoint node 
specific test protocol includes an associated script representing a type of 
applications traffic such as a credit cheeky or a database, update. Endpoint node 
pairs execute tests as applications level programs on existing endpoint nodes 
allowing testing of networks using actual protocol stacks independent of the 
applications programs available on existing endpoint nodes. 

21 Claims, 12 Drawing figures 
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PRIMARY-EXAMINER: Ray; Gopal C. 
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/ABSTRACT: 

Methods, systems and computer program products are provided which test network 
performance by defining test schedules including test protocols to be implemented 
and when the protocols should be executed for a plurality of defined connections on 
a network. A connection may be defined between two endpoint nodes on the network. 
At times specified in the test schedule, the endpoint node pair executes the test 
protocol and measures the performance of the network connection between the two 
nodes without requiring any involvement of application software which may or may 
not be installed on the computer hardware supporting the endpoint node. The test 
protocol may define the type of network layer protocol to utilize (for example, 
TCP) , and the test script or scripts to be communicated using the appropriate stack 
on the computer hardware supporting the endpoint node. The schedule may be provided 
with an expiration date and a console node is provided for distribution of test 
schedules, monitoring of availability of endpoint nodes and receipt of measured 
performance measurements for reporting to a network manager. In further aspects of 
the present invention, auto-thresholding and coordination of interrelated but 
asynchronous tasks executing at the console node are provided. 



34 Claims, 9 Drawing figures 
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Butterfield, "System Performance Monitor/2 Reference, " International Business 
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Brochure, "SmartBits: Switch testing in its simplest form . . . ", Netcom Systems, 
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Brochure, "10 Reasons Why You Need an Applications View of Your Network, " Compuware 
Corporation (Jan. 9, 1996) . 

Brochure, "Network General Corporation: Products and Services", Network General 
Corporation (1995). 

Brochure, "ProView: Network Performance Management Systems", Network Telemetries, 
Inc. (1995). 
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Network Telemetries, Inc. (1995) . 
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ART-UNIT: 277 



PRIMARY-EXAMINER: Meky; Moustafa M. 
ATTY-AGENT-FIRM: Myers Bigel Sibley & Sajovee 



ABSTRACT: 



Communications network performance is tested utilizing a test scenario determined 
based on a type of applications traffic expected on the network to be tested. A 
console node is provided on the network for establishing the test scenario and 
assigning the test scenario to endpoint nodes on the network to be tested. Each 
endpoint node is assigned an endpoint node specific test protocol. Execution of the 
test protocols by the endpoint nodes is initiated by the console node. Performance 
data such as throughput, transaction rate and response time may be monitored at 
selected ones of the endpoint nodes and reported to the console node either as it 
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is generated or after completion of the test. The test scenario may be terminated 
when all endpoint node specific test protocols have completed execution or when any 
one endpoint completes execution of its test protocol. Multiple network protocols 
may be utilized within a single test scenario. Each endpoint node specific test 
protocol includes an associated script representing a type of applications traffic 
such as a credit check, or a database update. Endpoint nodes execute tests as 
applications level programs on existing endpoint nodes on the network to be tested 
allowing testing of networks using actual protocol stacks independent of the 
applications programs available on existing endpoint nodes. 

14 Claims, 12 Drawing figures 
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ABSTRACT : 

Communications network performance is tested utilizing a test scenario determined 
based on a type of applications traffic expected on the network to be tested. A 
console node is provided on the network for establishing the test scenario and 
assigning the test scenario to endpoint nodes on the network to be tested. Each 
endpoint node is assigned an endpoint node specific test protocol. Execution of the 
test protocols by the endpoint nodes is initiated by the console node. Performance 
data such as throughput, transaction rate and response time may be monitored at 
selected ones of the endpoint nodes and reported to the console node either as it 
is generated or after completion of the test. The test scenario may be terminated 
when all endpoint node specific test protocols have completed execution or when any 
one endpoint completes execution of its test protocol. Multiple network protocols 
may be utilized within a single test scenario. Each endpoint node specific test 
protocol includes an associated script representing a type of applications traffic 
such as a credit check, or a database update. Endpoint nodes execute tests as 
applications level programs on existing endpoint nodes on the network to be tested 
allowing testing of networks using actual protocol stacks independent of the 
applications programs available on existing endpoint nodes. 

70 Claims, 12 Drawing figures 
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ABSTRACT : 

Communications network performance is tested utilizing a test scenario simulating 
actual communications traffic on the network to be tested. A console node is 
provided on the network for establishing the test scenario and assigning the test 
scenario to endpoint nodes on the network to be tested. Each endpoint node is 
assigned an endpoint node specific test protocol. Execution of the test protocols 
by the endpoint nodes is initiated by the console node. Performance data such as 
throughput, transaction rate and response time may be monitored at selected ones of 
the endpoint nodes and reported to the console node either as it is generated or 
after completion of the test. The test scenario may be terminated when all endpoint 
node specific test protocols have completed execution or when any one endpoint 
completes execution of its test protocol. Multiple network protocols may be 
utilized within a single test scenario. Each endpoint node specific test protocol 
includes an associated script representing a type of applications traffic such as a 
credit check, or a database update. Endpoint nodes execute tests as applications 
level programs on existing endpoint nodes on the network to be tested allowing 
testing of networks using actual protocol stacks independent of the applications 
programs available on existing endpoint nodes. 

41 Claims, 12 Drawing figures 
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ABSTRACT : 

Communications network performance is tested utilizing a test scenario simulating 
actual communications traffic on the network to be tested. The test scenario 
includes an endpoint node specific test protocol between an endpoint node pair 
including a first and associated second endpoint node on the network to be tested, 
A partner endpoint node test protocol is determined from the endpoint node specific 
test protocol and communicated to from the first endpoint node to the associated 
second endpoint node of the endpoint node pair. A plurality of endpoint node pairs 
may executed different endpoint node specific test protocols under a test scenario. 
A console node is provided on the network for establishing the test scenario and 
assigning the test scenario to endpoint node pairs and initiating execution of the 
test scenario. Performance data may be monitored at one of the endpoint nodes of 
each endpoint node pair and reported to the console node either as it is generated 
or after completion of the test. 

34 Claims, 12 Drawing figures 
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TITLE: Methods, systems and computer program products for endpoint pair based 
communications network performance testing 

Brief Summary Text (4) : 

Computer networks have grown increasingly complex with the use of distributed 
client/server applications, mixed platforms and multiple protocols all on a single 
physical backbone. The control of traffic on the networks is likewise moving from 
centralized information systems departments to distributed workgroups. The growing 
utilization of computer networks is not only causing a move to new, high-speed 
technologies but is at the same time making the operation of computer networks more 
critical to day-to-day business operations. 

Brief Summary Text (5) : 

The growth in complexity and dependence on computer networks heightens the need for 
network management tools to design, build and maintain computer networks. The mix 
of protocols and vendors of installed hardware on many computer networks generally 
increases the difficulty of accomplishing network management. This problem may 
arise in planning or designing changes to a network, monitoring performance of a 
network, and testing the impact on performance of different hardware and software 
being installed on a network. A variety of approaches to network management tools 
have been considered including, frame generators, passive monitors, simulation 
tools, and applications testers. However, each of these categories of network 
management tools may have its own limitations affecting a users ability to manage 
increasingly complex and critical computer networks. 

Brief Summary Text (8) : 

Another network management tool is a simulation tool. Simulation tools provide a 
mathematical model of a network. The model is generated based on information about 
network design, hardware, and traffic patterns. Once the model is created, it can 
be used to predict network performance under different scenarios. However, these 
tools are generally limited in their ability to accurately model the network and 
update the model as the network is changed. In addition, various network problems 
can arise from subtle differences in configuration, queuing, congestion control and 
frame sizes which are typically difficult to model. Furthermore, they typically 
only simulate network performance for when a network is working correctly rather 
than identifying problems. 

Brief Summary Text (10) : 

Various other testers aimed at addressing particular aspects of network management 
are available. ProView-SNA utilizes active traffic generation to measure network 
performance characteristics by monitoring round trip response times to SNA hosts 
and to LAN file servers. Under control of a ProView Management Station, Remote 
Agents execute application layer transactions, compute round trip response time and 
forward the results to the Management Station for display and storage. Net sench is 
a Ziff-Davis benchmark program that measures the performance of servers in a file 
server environment. It provides a way to measure, analyze, and predict how a server 
handles network file I/O requests from client computers in a file server 
environment . 
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Brief Summary Text (19): 

Individual ones of the endpoint nodes of each pair generate coininunications traffic 
to the other endpoint node of the pair. Endpoint nodes executing the test scenario 
may be existing endpoints on the network such as user terminals or file servers and 
an endpoint node of each pair may measure performance of the network during 
execution of its respective test protocol. Different endpoint node pairs can be 
operated with different network protocols and different scripts during execution of 
the overall test scenario on the network, thereby allowing a varied mix of 
communications traffic representative of actual network operating conditions. 
Furthermore, because all of the individual endpoint protocols are associated under 
the defined test scenario, the test conditions, while flexible enough to represent 
actual operating conditions, are repeatable thereby allowing testing of changes in 
network hardware or software under controlled conditions which nonetheless reflect 
actual operating conditions. Test scenarios may also be varied to stress test 
different components of the network environment. 

Brief Summary Text {22} : 

Accordingly, the present invention provides for testing performance of a 
communications network including a plurality of endpoint nodes under conditions 
reflecting the actual operating conditions of the network to be tested. A test 
scenario is defined including an endpoint node specific test protocol between a 
first endpoint node and an associated second endpoint node to simulate 
communications traffic therebetween to be tested. A partner endpoint node test 
protocol is determined from the endpoint node specific test protocol. The partner 
endpoint node test protocol is communicated over the network from a first endpoint 
node of an endpoint node pair to the other endpoint node of the pair. The test 
scenario may also include a network protocol for communications between the nodes 
of the endpoint node pair thereby providing a mix of network protocols in a single 
test scenario. Execution of the endpoint node specific test protocols is then 
initited. Performance of the network is monitored while the endpoint node specific 
test protocols are executed to obtain performance data. The endpoint node specific 
test protocols may include a type of data to transmit, how many times to transmit 
the data, what portion of the test protocol to time during execution, and what 
acknowledgments to receive during execution of the test protocol. 

Detailed Description Text ( 7 } : 

As will be understood by those having skill in the art, a communications network 12 
may be comprised of a plurality of separate linked physical communication networks 
which, using a protocol such as the Internet protocol, may appear to be a single 
seamless communications network to user application programs. For example, as 
illustrated in FIG. 1, remote network 12* and communications network 12 may both 
include a communication node at endpoint node 18. Accordingly, additional endpoint 
nodes (not shown) on remote network 12* may be made available for communications 
from endpoint nodes 14, 15, 16, 17. It is further to be understood that, while for 
illustration purposes in FIG. 1, communications network 12 is shown as a single 
network it may be comprised of a plurality of separate interconnected physical 
networks. As illustrated in FIG. 1, endpoint nodes 14, 15, 16, 17, 18 may reside on 
a computer. As illustrated by endpoint node 18, a single computer may comprise 
multiple endpoint nodes. Performance testing of the present invention as 
illustrated in FIG. 1 further includes a designated console node 20. The present 
invention tests the performance of communications network 12 by the controlled 
execution of application type communication traffic between the various endpoint 
nodes 14, 15, 16, 17, 18 on communications network 12. 

Detailed Description Text (13) : 

In practicing the present invention, network performance test results are based 
upon timing measurements. Accordingly, as each endpoint node pair 22, 24 reaches 
predetermined checkpoints within a script, it creates timing records. The timing 
records are returned to console node 20 which uses them to analyze the performance 



http://westbrs:9000^in/gate,exe?f-doc&state=g971cl.5J&ESNAME=KWIC&p_Message^ 



8/26/04 



Record Display Form 



Page 3 of 8 



of communications network 12 by calculating statistics about a test run. Console 
node 20 also provides means for both initiating and terminating a test. 

Detailed Description Text (22) : 

Within each script, a variety of commands are utilized in emulating applications 
traffic. There are two categories of script commands: communication commands (such 
as SEND and RECEIVE) and program control commands (such as LOOP) . TABLE 3 lists 
examples of communication commands which can be beneficially used in scripts 
according to the present invention. Also listed in TABLE 3 is a mapping of these 
commands to APPC and sockets APIs. 

Detailed Description Text (23) : 

Shown in TABLE 4 are progra m control commands which may be beneficially applied to 
scripts in practicing the present invention to control their operation. 

Detailed Description Text (31) : 

This is a version of a Database Update transaction that uses a long connection. 
This is a complex standard benchmark. It simulates a program that requests a record 
from Endpoint 2 node 16, 17, gets it, updates it and sends it back. Lastly, 
Endpoint 1 node 14, 15 receives a confirmation that the update was completed. (This 
script-can be described as an Inquiry followed by a Credit Check. ) 

Detailed Description Text (33) : 

This is a version of a Database Update transaction that uses short connections. 
This is a complex standard benchmark. It simulates a program that requests a record 
from Endpoint 2 node 16, 17, gets it, updates it and sends it back. Lastly, 
Endpoint 1 node 14, 15 receives a confirmation that the update was completed. (This 
script can be described as an Inquiry followed by a Credit Check. ) 

Detailed Description Text (35) : 

This is a version of a File Receive transaction that uses a long connection. This 
transaction simulates requesting a file and getting it back. 

Detailed Description Text (37) : 

This is a version of a File Receive transaction that uses short connections. This 
transaction simulates requesting a file and getting it back. 

Detailed Description Text (43) : 

This is a version of an Inquiry transaction that uses a long connection. This is a 
standard client/server transaction. Endpoint 1 node 14, 15 sends a request to 
Endpoint 2 node 16, 17, which sends a reply back. The script variables let you add 
delays, and change the send and receive buffer sizes. 

Detailed Description Text (45) : 

This is a version of an Inquiry transaction that uses short connections. This is a 
standard client/server transaction. Endpoint 1 node 14, 15 sends a request to 
Endpoint 2 node 16, 17, which sends a reply back. The script variables, let you add 
delays, and change the send and receive buffer sizes. 

Detailed Description Text (47) : 

This is a Packet Transmit (Long Send) transaction, which uses a long connection. 
This long-running transaction continuously sends packets from Endpoint 1 node 14, 
15 to Endpoint 2 node 16, 17. This may not be a good transaction for benchmarking 
because it does not acknowledge that data has been received. Measurements can be 
inaccurate, because the script ends without waiting for the receiving side to catch 
up. This test uses the FLUSH script command. While it has no effect on TCP/IP, it 
causes APPC to send data immediately, rather than waiting to fill buffers. This 
script is suitable for generating background traffic. Depending upon the network 
protocol chosen, this script allows some control over the packet size used at the 
Data Link Control layer. 
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Detailed Description Text (49) : 

Referring now to FIG. 3, an embodiment of a console node 20 of the present 
invention is illustrated. Console node 20 resides on a computer including an 
interface to at least one communications network 12, 12'. Console node 20 includes 
console program 26 or other means for executing console operations. Console program 
26 preferably is implemented as a console software program executing on the 
computer of console node 20, but it is to be understood that console program 26 may 
be implemented in whole or in part with hardware. Console program 26 sets up and 
controls test runs. Console program 26 communicates with endpoint nodes 14, 15, 16, 
17, 18, sending them scripts to run and gathering the results of their runs. 
Console program 26 allows a user to build scenarios from selected scripts, change 
the values of the variables associated with a given script and display and print 
scripts to see what will take place among endpoints 14, 15, 16, 17, 18. Console 
program 26 can read from and write to files and logs on the computer on which 
console node 20 resides. Scenario scripts and the results of runs may be saved by 
console program 26 for review by a user. 

Detailed Description Text (55) : 

Console engine 30 also provides functions for file input/output and printing. 
Console graphic user interface 28 issues calls that request a file to be opened or 
saved to which console engine 30 responds by handling the actual file operations. 

Detailed Description Text (58) : 

Stack interface module 34, 34' is provided so that calls by console engine 30 may 
be made without knowing the specific details of the network protocol stack being 
used. This allows console engine 30 to use a generic set of functions to perform 
communications including the following: connect_initiate, connect_accept , send, 
receive, flush, confir m request, conf irm_acknowledge and disconnect. Stack 
interface 34, 34' ports these generic functions to specific network protocols such 
as APPC, TCP/IP or other network protocols. The network interface protocol 
apparatus, or other network interface means for connecting console node 20 to 
network 12 for communications over network 12, is illustrated in FIG. 3 as network 
interface 36. Network interface 36 provides console node 20 means for communicating 
with endpoint nodes 14, 15, 16, 17, 18 over network 12 for communicating endpoint 
information including test protocols, for initiating execution of test protocols in 
a test scenario and for receiving reported monitored performance data from endpoint 
nodes 14, 15, 16, 17, 18 and for terminating execution of a test scenario on 
network 12 . 

Detailed Description Text ( 62 ) : 

Endpoint program 40 includes endpoint master 44. Endpoint master 44, or other 
endpoint master means, acts as a manager for starting up additional threads of 
execution or endpoint engines 46, 46' when console node 14 initiates a scenario. 
Endpoint master 44 accepts incoming connections from console node 20 via any 
supported protocol such as APPC or TCP/IP. Endpoint master 44 also accepts stop 
requests from console node 20 and advises endpoint engine 46, 46' that console node 
20 has requested a stop. Endpoint master 44 is preferably prestarted before 
execution of any task to reduce the protocol configuration that is required at the 
endpoint . 

Detailed Description Text (85) : 

At Block 90 all of the designated nodes are configured. In practicing an embodiment 
of the present invention, console program 26 and endpoint program 40 operate as 
application-level programs much like commercially available programs such as Lotus 
Notes and FTP. Accordingly, they interact over communications network 12 with 
network protocols such as APPC and TCP interf aces-f or their network communications. 
The operations at Block 90 insure proper communications between console program 26 
and endpoint program 40 on communications network 12 using a network protocol. The 
operations at Block 90 include determining the network addresses of endpoint nodes 
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14, 15, 16, 17, 18 and control node 20, selecting service quality for tests where 
available from the network protocol and, preferably, testing the network 
connections . 

Detailed Description Text (86) : 

An example of the operations at Block 90 in an APPC environment will now be briefly 
described. Additional information describing the setup of APPC across a variety of 
platforms is provided in the Multi-Platform Configuration Guide (MPCONFIG) and is 
available from IBM. In an APPC network environment, a fully qualified LU name is 
the easiest network address to use when practicing the present invention. It is 
constructed by concatenating the network name, a period, and a control point (CP) 
or LU name. Although multiple LUs may be defined at a single computer, one always 
serves the role of the control point LU. 

Detailed Description Text (112) : 

The operations of the present invention have been generally described in connection 
with the Figures for tests where no errors are encountered. Error handling is 
preferably coordinated by console node 20 which is the point where user information 
is provided. There are many operations initiated by user input, such as running a 
scenario. The operation is handed to console engine 30 to complete, which notifies 
console graphic user interface 28 of the operation's success or failure at a later 
time. If a failure of any type occurs, the console engine 30 signals console 
graphic user interface 28 of the error, returning the failure return code and the 
handle to the basic message text associated with that return code. The console 
engine 30 also returns the handle of the appropriate object, so console graphic 
user interface 28 can obtain additional information. For example, if endpoint pair 
22,24 could not be started, the console engine 30 returns the handle of the 
endpoint pair 22,24 that failed, along with the return code and its handle. Console 
graphic user interface 28 displays and logs the error; if the user requests 
additional help text for the error, console graphic user interface 28 requests the 
advanced message text from console engine 30. Console graphic user interface 28 
then displays the advanced text. 

Detailed Description Text (122) : 
Send ( request to start) 

Detailed Description Paragraph Table (3) : 

TABLE 2 EXAMPLE TEST SCRIPTS Script Name File Name Description Credit Check 
CREDITL.SCR This is a quick transaction that CREDITS. SCR simulates a series of 
credit approvals. A record is sent from Endpoint 1. End- point 2 receives the 
record and sends back a confirmation. The default record size is 100 bytes. 
Database DBASEL.SCR This is the most complex of the Update DBASES.SCR standard 
benchmarks. This script simulates a program that requests a record from Endpoint 2, 
gets it, updates it and sends it back. Lastly, Endpoint 1 receives a confirmation 
that the update was completed. The default sizes for the request and the record are 
100 bytes. (This script can be described as an Inquiry followed by a Credit Check.) 
File Transfer FILERCVL.SCR This transaction simulates requesting a (Receive) 
FILERCVS.SCR file and getting it back. The request from Endpoint 1 defaults to 100 
bytes. The default file size is 100,000 bytes. File Transfer FILESNDL.SCR This 
transaction simulates sending a file (Send) FILESNDS.SCR from Endpoint 1 to 
Endpoint 2, and getting a confirmation back. The default file size is 100,000 
bytes. Inquiry INQUIRYL.SCR This is a standard client/server trans- INQUIRYS.SCR 
action. Endpoint 1 sends a request to Endpoint 2, which sends a reply back. Both 
the request and reply default to 100 bytes. The script variables let you add 
delays, and change the send and receive buffer sizes. Packet PACKETL.SCR This 
script sends individual packets, as Transmit quickly as possible, without waiting 
for (Long Send) any kind of response. This is not a good test for gathering 
performance informa- tion. Measurements can be inaccurate, because the script ends 
without waiting for the receiving side to catch up. This test uses the FLUSH script 
command. While it has no effect on TCP/IP, it causes APPC to send data immediately; 
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rather than waiting to fill buffers. 
Detailed Description Paragraph Table (4) : 

TABLE 3 COMMUNICATIONS COMMANDS Command APPC TCP Sockets CONNECT_INITIATE 
TP_STARTED socket ( ) ALLOCATE bind ( ) connect { ) CONNECT_ACCEPT RECEIVE_ALLOCATE 
socket ( ) bind{ ) listen ( ) accept ( ) SEND {byte_count, buffer_size) Using 
SEND_DATA, send the Using write { ), send the number of number of bytes in 
byte~count, in bytes in byte_count, in buffer_size buffer_size chunks. The last 
buffer chunks. The last buffer may be sent may be smaller than the smaller than the 
buffer size. The buffer_size. The maximum maximum allowable value is 327 67. 
allowable value is 32767. RECEIVE (byte_count, buffer_size) Issue RECEIVE_AND_WAIT 
calls Issue read ( ) calls in a loop, until the in a loop, until the number of bytes 
number of bytes specified in specified in byte__count have been byte_count have been 
received, in received, in buffer_size chunks. buffer_size chunks. The last buffer 
The last buffer received may be received may be smaller than the smaller than the 
buffer size value. buffer_size value. The maximum The maximum value is also 32767. 
allowable value is 32767. CONFIR M REQUEST CONFIRM Receive special data record from 
partner. CONFIRM_ACKNOWLEDGE CONFIRMED Send special data record to partner. 
DISCONNECT Issue DEALLOCATE on the close ( ) sending side; do memory cleanup on the 
receiving side. FLUSH FLUSH none (TCP/IP automatically sends data without waiting 
to fill network buffers) 

Detailed Description Paragraph Table (5) : 

TABLE 4 PROGRAM CONTROL COMMANDS Command Description LOOP (n) Repeat this loop "n" 
times, "n" is an integer in the range 1 to 999,999,999. END LOOP This marks the end 
of a loop. START_TIMER Marks the beginning of a checkpoint, and resets the 
transaction count to 1. Because timing records are kept only at Endpoint 1, this 
command is only used in the Endpoint 1 portion of scripts. END_TIMER Marks the end 
of a checkpoint. Causes a timing record to be built, which includes the transaction 
count. Because timing records are kept only at Endpoint 1, this command is only 
used in the Endpoint 1 portion of scripts. INCREMENT_TRANSACTIONS This increments 
the number of transactions per timing record. If transactions are being counted, 
count another transaction. This value is reset to 1 each time a START_TIMER command 
is executed. Because timing records are kept only at Endpoint 1, this command is 
only used in the End- point 1 portion of scripts. SLEEP (n) Don't do anything for 
"n" milli- seconds, "n" is an integer in the range 0 to 999,999,999. The default 
value is 0, which means not to wait. Sleep commands can be used to simulate 
application processing time or human delays between trans- actions. 

Detailed Description Paragraph Table ( 6) : 

Endpoint 1 Endpoint 2 CONNECT_INITIATE CONNECT_ACCEPT LOOP LOOP 
number_of_timing_records=50 number_of_timing_records=50 START_TIMER LOOP LOOP 
transactions_per_record=50 transactions_per_record=50 RECEIVE SEND 

size of record_to_send=100 size_of_record_to_send=100 receive_buffer_size=DE FAULT 
send^buf fer_size=DEFAULT SLEEP CONFIR M_REQUEST delay_bef ore_responding=0 
INCREMENT TRANSACTION CON F I RM_AC KNOWLEDGE END_LOOP END_LOOP END_TIMER END_LOOP 
SLEEP DISCONNECT transaction_delay=0 END_LOOP DISCONNECT Variable Name Default 
Description number_of_timing_records 50 How many timing records to generate 
transactions_per_record 50 Transactions per timing record size_of _record_to_send 
100 Amount of data to be sent send_buf f er_size DEFAULT How many bytes of data in 
each SEND receive_buf f er_size DEFAULT How many bytes of data in each RECEIVE 
transaction_delay 0 Milliseconds to pause delay_bef ore_responding 0 Milliseconds to 
wait before responding 

Detailed Description Paragraph Table (7) : 

Endpoint 1 Endpoint 2 LOOP LOOP number_of_timing_records=5 0 

number of timing_records=50 START_TIMER LOOP LOOP transactions_per_record=25 
transactions_per~record=25 CONNECT_ACCEPT CONNECT_INITIATE RECEIVE SEND 
size of record to send^lOO size_of_record_to_send=100 receive_buf f er_size=DEFAULT 
send~buffer size=DEFAULT SLEEP CONFIRM REQUEST delay_bef ore_responding=0 DISCONNECT 
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CONFIRM_ACKNO¥LEDGE INCREMENT_TRANSACTION DISCONNECT END_LOOP END_LOOP END_TIMER 
END LOOP SLEEP transaction_delay=^0 END_LOOP Variable Name Default Description 
number_of_timing_records 50 How many timing records to generate 

transactions_per_record 25 Transactions per timing record size_of_record_to_send 
100 How many bytes of data in each SEND send_buf f er_size DEFAULT How many bytes of 
data in each SEND receive_buf f er_size DEFAULT How many bytes of data in each 
RECEIVE transaction_delay 0 Milliseconds to pause delay_bef ore_responding 0 
Milliseconds to wait before responding 

Detailed Description Paragraph Table (8) : 

Endpoint 1 Endpoint 2 CONNECT_INITIATE CONNECT_ACCEPT LOOP LOOP 
number_of_timing_records=50 number_of_timing_records-50 START_TIMER LOOP LOOP 
transactions_per_record=25 transactions_per_record=25 RECEIVE SEND 
size of record_to__send=100 size_of_record_to_send=10 0 size_of_record_to_send=100 
size~of~record~to__send=100 SEND RECEIVE reply_size=100 reply_size==100 
reply_size=100 reply_size=100 RECEIVE SEND update_size=100 update_size=100 
update_size=100 update_size=100 CONFIRM_ACKNOWLEDGE CONFIR M REQUEST END_LOOP 
INCREMENT_TRANSACTION END_LOOP END_LOOP DISCONNECT END_TIMER SLEEP 
transaction_delay=0 END_LOOP DISCONNECT Variable Name Default Description 
number_of__timing_records 50 How many timing records to generate 

transactions_per_record 25 Transactions per timing record size_of_record_to_send 
100 Amount of data to be sent reply_size 100 How many bytes to send in the reply 
update_size 100 How many bytes to send in the update transaction_delay 0 
Milliseconds to pause 

Detailed Description Paragraph Table (9) : 

Endpoint 1 Endpoint 2 LOOP LOOP number_of_timing_records=50 

number__of_timing_records=50 START_TIMER LOOP LOOP transactions__per_record=10 
transactions_per_record=10 CONNECT_ACCEPT CONNECT__INITIATE RECEIVE SEND 
size_of_record_to_send^lOO size_of_record_to_send=10 0 size_of_record_to_send=100 
size_of_record_to_send=100 SEND RECEIVE reply_size=100 reply_size=100 
reply size=100 reply_size=100 RECEIVE SEND update_size=l 00 update_size=100 
update_size=100 update_size-100 CONFIRM_ACKNOWLEDGE CONFIRM REQUEST DISCONNECT 
DISCONNECT END_LOOP INCREMENT_TRANSACTION END_LOOP END_LOOP END_TIMER SLEEP 
transaction_delay=0 END_LOOP Variable Name Default Description 
number_of_timing_records 50 How many timing records to generate 

transactions__per_record 10 Transactions per timing record size_of _record_to_send 
100 Amount of data to be sent reply_size 100 How many bytes to send in the reply 
update_size 100 How many bytes to send in the update transaction_delay 0 
Milliseconds to pause 

Detailed Description Paragraph Table (12): 

Endpoint 1 Endpoint 2 CONNECT_INITIATE CONNECT_ACCEPT LOOP LOOP 

number__of_timing_records-100 number_of_timing_records=100 START_TIMER LOOP LOOP 
transactions_per_record=l transactions_per_record=l RECEIVE SEND f ile_size=100000 
file_size=l 0 0000 receive_buffer_size=DE FAULT send_buffer_size=DE FAULT 
CONFIRM_ACKNOWLEDGE CONFIR M REQUEST END_LOOP INCREMENT_TRANSACTION END_LOOP 
END LOOP DISCONNECT END_TIMER SLEEP t ransaction_delay=0 END__LOOP DISCONNECT 
Variable Name Default Description number_of_timing_records 100 How many timing 
records to generate transactions_per_record 1 Transactions per timing record 
file_size 100,000 How many bytes are in the file send_buf f er_size DEFAULT How many 
bytes of data in each SEND receive_buf f er_size DEFAULT How many bytes of data in 
each RECEIVE transaction_delay 0 Milliseconds to pause 

Detailed Description Paragraph Table (13): 

Endpoint 1 Endpoint 2 LOOP LOOP number_of_timing_records==100 

number of timing records=100 START_TIMER LOOP LOOP transactions_per_record=l 
transactions_per~record-l CONNECT_ACCEPT CONNECT_INITIATE RECEIVE SEND 
file size==100000 f ile_size=l 000 00 receive_buf f er_size=DEFAULT 

send~buffer size^DEFAULT CONFIRM ACKNOWLEDGE CONFIRM REQUEST DISCONNECT DISCONNECT 
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END LOOP INCREMENT_TRANSACTION END_L00P END_L00P END_TIMER SLEEP 
transaction_delay=0 END_L00P Variable Name Default Description 
number_of_timing_records 100 How many timing records to generate 

transactions_per_record 1 Transactions per timing record file_size 100,000 How many 
bytes are in the file send_buf f er_size DEFAULT How many bytes of data in each SEND 
receive_buf fer_size DEFAULT How many bytes of data in each RECEIVE 
transaction_delay 0 Milliseconds to pause 

CLAIMS : 

9. A communications network performance testing system according to claim 8 wherein 
said network is a computer network including a console node residing on a computer 
and wherein said first one of said plurality of endpoint nodes and said associated 
second one of said plurality of endpoint nodes reside on computers and wherein said 
means for providing includes means for providing said endpoint node specific test 
protocol to said first one of said plurality of endpoint nodes from said console 
node over said network and wherein said network performance testing system further 
comprises means operatively connected to said network for monito ring performance of 
said network while said endpoint node specific test protocol is executed to obtain 
performance data. 

14. A communications network performance testing system for testing a 
communications network including a plurality of endpoint nodes, said testing system 
comprising : 

means for defining an endpoint node pair based test scenario including an endpoint 
node specific test protocol between each of a plurality of endpoint node pairs 
selected from said plurality of endpoint nodes to simulate communications traffic 
between each of said endpoint node pairs to be tested; 

means for providing a presetup flow including a requirements list to each of said 
endpoint node pairs; 

means operatively connected to said means for defining and to said network for 
providing said endpoint node specific test protocol to each of said endpoint node 
pairs over said network; 

means operatively connected to said network for executing said test scenario; and 

means operatively connected to said network for monitoring performance of said 
network during execution of said test scenario. 
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